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Some eGovernment players

Federal Chancellery
Coordination, Chief Information Officer,
operational services, tools, etc.

e-Governement Innovation
Center - EGIZ

Research & competence center

A-SIT
Security advise, electronic signatures, etc.
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e-Government Challenges

• Trust & Security
– Identification and authentication
– Confidentiality 
– Data protection

• Representation, acting as proxy
• Technology neutrality

– Long-term investments vs. technology life cycle
• Cross-border challenge

– To be considered from the beginning 
• Openness towards the market
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e-Signature in e-Government 

• legal acts need electronic 
signature to get in force

• XML-document structure 
for securing adequate 
format 

• online verification 
offered

• same methods as for e-
government application
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Citizen Infrastructure

• Smart card initiatives
• IDM concept – data protection
• Cross-border IDM
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Major rollouts

Bank cards (ATM cards)
Each bank card issued since March 2005 is also 
an SSCD (as of 1999/93/EC)

Health insurance cards:
Rollout Mai-Nov. 2005, ~70.000 cards/day
so far ~ 6 Mio. cards, 100 % coverage (8 Mio.) end of Nov. 

Mobile phones:
each mobile phone (capable of receiving SMS)
(since March 2004)

Further initiatives:
• CSP signature cards
• Student service cards, etc.

http://www.a-trust.at/default.asp?node=345
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Sector-specific IDM concept 

4csabB2…

sourcePIN-
Reg

sector-code

GH

Sector „health“

5cwu4N…

ssPIN „health“

No7b99t…

ssPIN „tax“

sector-code

SA

Sector „tax“
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Cross-border integration

• Integration of foreign eID
– Belgian, Estonian, Italian eID currently 

being integrated

• Uses “Supplementary 
Register”
– Recurring 

identity
concept
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Server Side

• MOA – Module for On-line
Applications

Basic modules
Open source

• Example “Official Signature”
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The MOA species

• MOA–ID/ID+, MOA-wID: Identification
• MOA–SS: Server Signature

– Official Signature 

• MOA–SP: Signature Verification
• MOA–ZS: Electronic Delivery

– substitute registered letter

• MOA–VV: Representation
• further to come …
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Official signature
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• Probative value maintained on print outs
– reconstruction of XML document possible from 

the paper copy  

Media independence

date and time CA and serial-
numberLogo of issuing

authority

signature  
value

signing person

unique form 
identifier
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In Action

• My “register of convictions   
certificate” (clearance cert.) 
step by step

as e.g. frequently needed in 
public procurement
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Step 1: Fill in a form, …
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Step 2: control it, …

„Intelligent form“: Data 
Taken from identity-link in 

the Citizen Card

Needed by the process
(entered by citizen in step 1)

Data (home address) know to 
administration. Consent to 

use given in step 1

Proceed with signature
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Step 3: sign it, …
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Step 4: pay it, …
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Step 5: receive confirmation, …
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Supplementary Tools

• e-Security for the citizen’s PC
using the citizen card
freely available
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Tools 

• Secure EFS
– Use the citizen card to secure the 

Encrypting File System Key

• CCE – Citizen Card Encrypted
– File encryption
– e.g. used for 

classified data
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Conclusions

• Core concepts are
Citizen Card
Open-Source MOAs
Technology neutrality
Openness for private sector
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Thank you for your attention

Secure Information Technology 
Center – Austria

Herbert.Leitold@a-sit. at 

http://www.a-sit.at


	2005-10-18: Security in e-Government in Austria 
	1. Contents / Introduction
	Some eGovernment players
	e-Government Challenges
	e-Signature in e-Government 

	2. Citizen Infrastructure
	Major rollouts 
	Sector-specific IDM concept 
	Cross-border integration

	3. Server Side
	The MOA species
	Official signature
	Media independence

	4. In Action
	Step 1: Fill in a form, …
	Step 2: control it, …
	Step 3: sign it, …
	Step 4: pay it, …
	Step 5: receive confirmation, …

	5. Supplementary Tools
	Tools 


	Conclusions
	Thanks / Contact



