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Smartphone?

Betriebssystem (OS X, Windows, Linux.:.4 :
Sensoren (GPS, Lage, Kompass, Kamera..
Applikationen
App Stores

auch Telefon...




Gefahren

s Daten Diebstahl:
s Adressen, Mails, Datelen...

s Sensorinformationen:

s Kamera, GPS, Kompass, Mikrophon

» Angriffe vom Smartphone



Angriffeg
g rlff S 1Phone SMS attack to be unleashed

More SMS bugs could appear as

at Black Hat

INg tool is developed

smart phone fu

s Mobilfunk Netzwerk
» Browser (Bugs)

s Netzwerk

Bosartige Applikationen in App Stores

Vendom: Appk Corpulsd

mote Users Execute Arbitrary Code

Catagory

i Séféri and iPhun:MuhileSafari Buffer Overflow Lets Re

4
securityTracker Alert 10 1018438
Gecurity Tracker URL: http:/isecuritytracker comlid 71018439
1 E“E Rpferencs: o b 2007 3044 Ak o Fadamad Sie)
Updated: Apr 24 2008 i
s

| Original Entry Date: Jul 23 2007
via natwork

Fix Available: Yes vendor Confirmed: ¥ &5
Description: A vulnerability was reported in Sa

fari and MobileSafar. A remole USer can cause arirary code to be executed on the target users sysiem. The iPhone is affected. 1

4] impact: Exacution of arhitrary co0e via network, WSer access

A remole user can creale Spec ally crafted HTML {hat, when loaded by the target user, will trigger a butler averliow and execute arbitrary code on the targel sysiem.



App Store Approval?

. Uberpanfen der Applikationen


http://www.macrumors.com/iphone/2009/09/21/apple-approved-nearly-1400-iphone-apps-last-friday/
http://www.macrumors.com/iphone/2009/09/21/apple-approved-nearly-1400-iphone-apps-last-friday/
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s Netzwerk Scanner

U Stropoi

s Netzwerk Security Tools

B Sensoren




Fallbeispiel:
Botnet - PC vs.
Smartphone

» Infektion bel Standard Betriebssystemen
» keine Firewall
s keine Delta Sicherheitspatches
» kein Virenscanner

s Offentliche IP Adresse



